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THE EAVESDROPPING EMPLOYER:
A TWENTY-FIRST CENTURY FRAMEWORK
FOR EMPLOYEE MONITORING

ABSTRACT

The twenty-first century continues to usher in new and increasingly-powerful technology.  This
technology is both a blessing and a curse in the employment arena. Sophisticated monitoring software
and hardware allow businesses to conduct basic business transactions, avoid liability, conduct
investigations and, ultimately, achieve success in a competitive global environment. Employees can also
benefit when monitoring provides immediate feedback, keeps the workforce efficient and focused and
discourages unethical/illegal behavior. The same technology, however, allows employers to monitor
every detail of their employees’ actions, communications and whereabouts both inside and outside the
workplace. As more and more employers conduct some form of monitoring, the practice will shortly
become ubiquitous. This trend is problematic because excessive and unreasonable monitoring can: (1)
invade an employee’s reasonable expectation of privacy, (2) lead employees to sneak around to conduct
personal activities on work time, (3) lower morale, (4) cause employees to complain and, potentially,
quit and (5) cause employees to fear using equipment even for benign work purposes.

The American legal system’s effort to protect employee privacy is a patchwork of federal and state laws
combined with the common law tort of intrusion upon seclusion. This regime is not properly equipped
to defend against excessive invasions of privacy that come from increasingly-sophisticated monitoring
practices. This article analyzes the problems with the current monitoring regime, evaluates the top
contemporary monitoring techniques and proposes a framework around which Congress can craft new
and more effective legislation dealing with employee monitoring. This framework classifies the top
contemporary monitoring practices into four categories designed to balance employee privacy with
enterprise protection - protection that occurs in the form of completing business transactions, protecting
the company from liability and conducting or assisting in internal and external investigations. The
categories form a sliding scale able to dictate the minimum amount of monitoring necessary to achieve
the enterprise protection sought by management without excessively invading employee privacy.
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I. INTRODUCTION

Employers and employees have a love-hate relationship with technology. Both love the benefits of
sophisticated hardware and software in a competitive global marketplace. Employees hate that the same
technology tethers them to the workplace and records their electronic footprint. Employers hate the
potential for liability, distraction and lost productivity when employees monopolize workplace
technology for personal reasons. This paper analyzes the hate part of the equation.

Today, incessant distractions litter workplaces and entice workers to stray from their duties.! Fifteen
years ago, these types of distractions existed only in an employee’s imagination. If you are not
convinced, calculate your average attention span during a typical workday. When did you last check
ESPN.com for breaking news on your favorite team? How often do you log-in and monitor recent
damage to your retirement accounts? How many Facebook friend requests or personal e-mails did you
field in the last few hours?  How long into a typical workday does it take you to electronically pay a
bill, text your buddy down the hall, or check the forecast? As enticing as these distractions can be, you
can bet that if you discover any of this information while on the job, your employer will acquire it as
well. In fact, there is no need to be surprised when your boss approaches you and says, “Sorry about the
recent breakup,” or “Why did you call in with the swine flu last Friday and then e-mail pictures of your
weekend excursion to twenty of your friends?”

These examples are not far-fetched. In fact, the majority of employers monitor the electronic activities
of their employees in some form or another.? Most of this monitoring is perfectly legal and even prudent
in today’s employment arena. While employee monitoring remains a contentious issue,’> employers have
good reasons for checking in on their employees’ activities. Sexual or pornographic e-mails and Web
pages, containing pictures or merely sexually explicit language, can form the basis for a harassment
lawsuit.*  Excessive personal use of company broadband capacity or e-mail accounts will lead to
decreased productivity, storage shortages and slower network operations.”> Failing to monitor is also

I See e.g., Burst Media, Online Sites: Go Online to Find the “Online At Work” Audience, Nov. 1, 2007, available at http://
www.burstmedia.com/research/archived.asp [hereinafter Online Sites] (finding that over 25% of an employee’s work time is
spent online conducting personal tasks. 18 to 24 year-old employees are likely to spend over 34% of their work time online
conducting personal tasks - the highest percentage among all age groups surveyed).

2 See generally, 2007 Electronic Monitoring & Surveillance Survey, AM. MGMT. ASS’N, at 4, Feb. 28, 2008, available at
http://www.plattgroupllc.com/jun08/2007ElectronicMonitoringSurveillanceSurvey.pdf [hereinafter 2007 AMA Survey)
(surveying employer monitoring practices in various areas such as the Internet, e-mail, computer usage, etc.).

3 See e.g., Caslon Analytics, Privacy Guide, CASLON.COM, http://www.caslon.com.au/privacyguide22.htm (last visited June
26, 2009) (stating that surveillance “by public and private sector employers of the activities of their workforce is both
traditional and increasingly contentious, as employees question surveillance that may be systematic, invisible and often non-
consensual.”).

4 See e.g., Blakey v. Cont’l Airlines, 751 A.2d 538, 543-44 (N.J. 2000) (discussing the facts of a sexual harassment case filed
by a female airline pilot claiming, among other things, that her co-workers posted sexually explicit comments about her on
Continental Airline’s online bulletin board).

5 See e.g., Association of Local Government Auditors, Monitoring Internet Usage, GOVERNMENTAUDITORS.ORG, Spring
2010, available at http://www.governmentauditors.org/index.php?
option=com_content&view=article&catid=47:accounts&id=594:monitoring-internet-usage-spring-2010&Itemid=123 (last
viewed on April 22, 2010) (reiterating that employee Internet use for personal reasons can cause “bandwidth and storage
shortages [particularly] from per-to-peer file sharing and audio/video streaming.”).
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likely to allow rogue employees to steal trade secrets or send out confidential information in violation of
various federal and state laws.® On the other hand, employee monitoring pierces the veil of an
individual’s privacy and can decrease morale.” Excessive monitoring will merely cause employees to
sneak around instead of following the rules. E-mails will be sent over employees’ personal Hotmail or
Yahoo accounts instead of over the company software. Text messages and phone calls will be made on
personal cell phones instead of company lines. Employees will check sports scores and stock markets
from their personal PDA instead of over their work computer.

With this in mind, employers must walk a fine line between shielding the enterprise and protecting
employee privacy. Workable monitoring regimes must allow employers to use technology to monitor
employee activities for the following three purposes: (1) Business Purposes; (2) Liability-Avoidance

6 See e.g., Jared A. Favole, Ex-Bristol-Myers Employee Charged with Stealing Trade Secrets, WALL ST. J., Feb. 3, 2010,
available at http://online.wsj.com/article/BT-CO-20100203-718698.html (discussing accusations against a Bristol Myers’
technical operations associate for allegedly stealing company trade secrets in order to form a competing company in India)
and Elinor Mills, Microsoft Suit Alleges Ex-Worker Stole Trade Secrets, C-NET.COM, Jan. 3, 2009, available at http://
news.cnet.com/8301-10805 3-10153616-75.html (stating that an ex-employee “allegedly = downloaded  confidential
documents onto his company-issued laptop . . . and then allegedly used a file-wiping program and a ‘defrag’ utility designed
to overwrite deleted files in order to hide the tracks.”).
7 See e.g., Mia Shopis, Employee Monitoring: Is Big Brother a Bad Idea?, SEARCHSECURITY.COM, Dec. 9, 2003, available at
(quoting an expert in electronic monitoring who stated that employee “monitoring is a bad idea . . . when it's used for Big
Brother and micromanagement purposes. Organizations would be better off not doing it if they're going to scrutinize their
employees' every move. If it creates a morale problem (and it will if it's not handled properly) all of its value is diminished.”).
Employee monitoring can have the following negative effects:
1. An employee may suffer loss of self-esteem if she interprets the monitoring to indicate a lack of trust in
her.
2. Employees may also question the fairness of the monitoring: are the right variables being measured; are
the wrong variables being measured; is the measurement accurate? Fairness is also suspect considering
that women and minorities receive a disproportionate amount of monitoring, as they make up a large
percentage of the clerical ranks.
3. Worse, monitoring may be abused by the employer to intimidate and punish employees rather than help
them improve.
4. Abuse may also take the form of voyeurism, union-busting, ferreting out whistleblowers, and creating
pretenses to fire members of protected employee groups.
5. The accumulation of the above effects "takes its toll on workers and companies in terms of stress,
fatigue, apprehension, motivation, morale, and trust; this results in increased absenteeism, turnover,
poorer management, and lower productivity, not to mention higher health-care costs.” Thus, monitoring
may spoil the workplace environment, and it can have a detrimental effect on productivity. Productivity
is harmed by the mental and physical manifestations of stress: depression and anxiety, including "wrist,
arm, shoulder, neck, and back problems." It is estimated that employee stress costs employers fifty to
seventy-five billion dollars annually.
6. Monitoring can also encourage employees to act in a counterproductive manner in an attempt to "game"
the system.
7. Some employees are concerned that electronic monitoring will allow employers to increase the pace of
work, creating sweatshops, not unlike those before the advent of progressive labor laws.
8. Unconditional acceptance of electronic monitoring also threatens the future of privacy in the workplace.
Jay P. Kesan, Cyber-Working or Cyber-Shirking?: A First Principles Examination of Electronic Privacy in the Workplace, 54
FLA.L.REV. 289, 319-20 (April 2002) [hereinafter Cyber Working] (internal citations omitted).
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Purposes and (3) Investigatory Purposes.® Business purposes describe monitoring that aids employers in
conducting and completing business transactions. Liability-Avoidance purposes describe monitoring
that aids employers in preventing civil lawsuits or criminal prosecutions. Finally, Investigatory purposes
describe monitoring that aids employers conducting an internal investigation.

This paper proposes an employee monitoring framework that fairly balances employer and employee
interests for each key monitoring purpose mentioned above. Part II begins the process with an analysis
of the current mishmash of regulation in the United States surrounding employee monitoring. Part III
evaluates the top contemporary employee monitoring practices. The goal is to describe the technology,
and analyze its implementation in the workplace. Part IV addresses the disconnect between the
powerful technology and the decades-old legal regime by analyzing the importance of each monitoring
technique in relation to the three key monitoring purposes. The section ends with a framework that
identifies which monitoring technique is appropriate for which monitoring purpose considering both its
privacy invasiveness and enterprise protection. The goal is to classify each of the top monitoring
practices into one of the following categories:

1. BEST PRACTICES - monitoring that offers high enterprise protection and minimally
invades employee privacy; these practices are appropriate for Business Purposes,
Liability-Avoidance Purposes and Investigatory Purposes;

2. RISKY PRACTICES - monitoring that offers rather low enterprise protection and
minimally invades employee privacy; these practices are most appropriate for
Liability-Avoidance Purposes and Investigatory Purposes;

3. BORDERLINE PRACTICES - monitoring that offers high enterprise protection and is
also highly invasive; these practices are only appropriate for all three monitoring
purposes in limited circumstances; and

8 Employer reasons for monitoring are diverse and important:

1. Electronic monitoring allows employers to make significant gains in the areas of productivity, quality,
and safety.

2. Monitoring enhances productivity by facilitating more efficient resource scheduling, more immediate
feedback, and more meaningful evaluations.

3. Quality likewise is improved, and customers benefit from better service and lower prices.

4. Monitoring is key to some safety initiatives, and better safety means lower insurance premiums and
workers' compensation pay-outs.

5. Payroll and equipment costs can also be reduced by monitoring employees for personal use of company
equipment and for taking excessive breaks. It has been estimated that employees wasted 170 billion
dollars of employer time in one year alone. Further savings may be realized by curbing theft and legal
liability.

6. In one year, it is estimated that employees stole the equivalent of 370 billion dollars from their
employers. Monitoring can be used to detect illegal or wrongful deeds so that the offenders may be
punished. For example, the data flow in and out of a company can be watched to find employees
transmitting sensitive data or hackers attempting to crack into the system.

7. E-mail within the workplace also can be monitored to detect electronic harassment.

8. Alternately, monitoring may be used proactively to minimize respondeat superior liability to detect a
problem before it happens.

9. As a final incentive, the law sometimes requires employers to monitor employees.

Cyber-Working, supra note 7, at 318-19 (internal citations omitted).



4. POOR PRACTICES - monitoring that offers low enterprise protection and is highly
invasive; these practices are only appropriate for Investigatory Purposes and only in
limited circumstances.

This classification system is designed to help legislatures (preferably Congress in the interest of a
standardized, national workplace privacy regime) identify where to draw the line when it comes to
future regulation of workplace technology. It is also helpful to employers to understand where courts
might draw the reasonable expectation of privacy line in cases involving new and increasingly-
sophisticated monitoring technology. Part V concludes with a call for the enactment of a standardized
and balanced employee monitoring regime.

II. EMPLOYEE MONITORING IN THE UNITED STATES: THE
CURRENT REGIME

It is legal and common for employers to monitor the actions and expressions of their employees.’
Unfortunately, the American legal system has failed to: (1) keep up with today’s powerful monitoring
technology and (2) provide the necessary privacy protection to employees.!®  Neither the Fourth
Amendment, with its prohibition of unlawful searches and seizures, nor the federal Privacy Act of 1974
apply to the private employment arena.!! In fact, the United States legal system operates under a
piecemeal approach to electronic monitoring in private workplaces.!> The only real restrictions on
employers occur in rare situations where employees possess a “reasonable expectation of privacy” in the

° For the sake of cohesiveness, this paper discusses only the monitoring practices of private employers. For an analysis of
employee monitoring and the privacy of employee information in the public sector, see generally Justin Conforti:
COMMENT: Somebody’s Watching Me: Workplace Privacy Interests, Technology Surveillance, and the Ninth Circuit’s
Misapplication of the Ortega Test in Quon v. Arch Wireless, 5 SETON HALL CIR. REV. 461, 472-91 (Spring 2009) [hereinafter
Somebody’s Watching Me]; Rachel Sweeney Green, COMMENT: Privacy in the Government Workplace: Employees’ Fourth
Amendment and Statutory Rights to Privacy, 35 CUMB. L. REV. 639, (2004/2005); James P. Nehf, Incomparability and the
Passive Virtues of Ad Hoc Privacy Policy, 76 U. COLO. L. REV. 1, 4-18 (Winter 2005); and Paul F. Gerhart, Employee Privacy
Rights in the United States, 17 COMP. LAB. L. 175, 176-205 (Fall 1995).

10 See e.g., Somebody’s Watching Me, supra note 9, at 464 (reiterating that if “employers monitor communications on
workplace technology and employees inadvertently divulge personal information, employees will often struggle to find any
legal protection, as the American legal regime does not provide any generally applicable, affirmative protection for employee
privacy.”).

1 See e.g., Brahmana v. Lembo, 2009 U.S. Dist. LEXIS 42800, *5 (N.D. Cal. 2009) [hereinafter Brahmana] (citing Burdeau
v. McDowell, 256 U.S. 465, 474-75 (1921) [hereinafter Burdeau] and U.S. v. Jacobsen, 466 U.S. 109, 118 (1984)). The
Supreme Court has held that the “Fourth Amendment gives protection against unlawful searches and seizures and . . . its
protection applies to governmental action. Its origin and history clearly show that it was intended as a restraint upon the
activities of sovereign authority, and was not intended to be a limitation upon other than governmental agencies.” Burdeau at
474-75. In addition, the federal Privacy Act of 1974 restricts employer collection and handling of personal information but
only applies to federal agencies. 5 U.S.C. § 552a(a)(1) (2006).

12 “No comprehensive statutory scheme supplements the common law to provide protection for employees' privacy or even
simply from employer monitoring. Instead, a variety of federal and state laws offer only targeted and limited protections.”
Ariana R. Levinson, Industrial Justice: Privacy Protection for the Employed, 18 Cornell J. L. & Pub. Pol'y 609, 621 (2009)
[hereinafter Industrial Justice].



workplace or where employers are stupid enough to violate flimsy state laws, federal laws or the
common law tort of intrusion upon seclusion.!3

This employer favoritism is deliberate as courts and legislatures adhere to the general philosophy that:
(1) workplaces exist for work purposes, (2) employers provide technology and pay wages in return for
performance and (3) liability issues override the instinct to enhance employee privacy interests. This
philosophy has merit and comprises the most rational and workable foundation for an employee
monitoring regime. This is especially true under the doctrine of employment at will which is an implicit
agreement between employers and employees that employees may be fired for any legal reason.'t
However, it is important that the law recognize the power of contemporary monitoring technology, the
ever-increasing number of hours contemporary Americans spend at work and the impact of excessive
and undisclosed monitoring on employee morale. Such recognition must lead to a rebalancing of current
legal provisions to the realities of the twenty-first century workplace. This section identifies the major
problems with the current employee monitoring regime (especially in relation to the powerful
monitoring technology discussed in Part III), while Part IV proposes a rebalancing that enhances
workplace privacy without excessively hindering the employers’ previously mentioned interests.

The relevant federal laws in play are the Electronic Communications Privacy Act of 1986 (ECPA)!S and
the Computer Fraud and Abuse Act (CFAA).!® The ECPA has two relevant titles - the Wiretap Act (Title
I) which regulates the intentional interception, use or disclosure of wire, oral and electronic
communications!” and the Stored Communications Act (Title II) which governs electronic

13 See id. at 465 (stating that “[M]oreover, because the Fourth Amendment only applies when the government acts, private-
sector employees have [basically] no statutory federal protection. While the Electronic Communications Privacy Act of 1986
protects against various kinds of electronic surveillance and interception of communications by public and private actors . . .
this regime presents several potentially insurmountable hurdles for any employee who alleges his employer intercepted
private communications on workplace technology.”). See also Nancy J. King, Electronic Monitoring To Promote National
Security Impacts Workplace Privacy, 15:3 EMP. RESP. RTS.. J. 127, 130-31 (2003).
14 See e.g., William R. Corbett, The Need for a Revitalized Common Law of the Workplace, 69 BROOKLYN L. REV. 91, 125-27
(Fall 2003) (stating that “[d]espite the dubious proposition that someone can do something for no reason at all, the now
famous, or infamous, iteration of employment at will encapsulates the absolute power of employers to govern the workplace.
Although employment at will expressly addresses employers' absolute right to terminate employees, it is about much more.
One who has the power to terminate also has the power to do as she pleases with respect to all terms and conditions of
employment. At its core, employment at will is about employer power and prerogative.”).
1518 U.S.C. § 2510 et seq. (2006). See also, Konop v. Hawaiian Airlines, Inc. 302 F.3d 868, 874 (9th Cir. 2002) [hereinafter
Konop] (reiterating that “Title I of the ECPA amended the federal Wiretap Act, which previously addressed only wire and oral
communications, to ‘address . . . the interception of ... electronic communications.’”’).
1618 U.S.C. §1030 et seq. (2006).
17 The Wiretap Act is Title I of the ECPA. See 18 U.S.C. § 2511 (2006). The Wiretap Act states that any person who:

(a) intentionally intercepts, endeavors to intercept, or procures any other person to intercept or endeavor to

intercept, any wire, oral, or electronic communication;

(b) intentionally uses, endeavors to use, or procures any other person to use or endeavor to use any

electronic, mechanical, or other device to intercept any oral communication . . .

(c) intentionally discloses, or endeavors to disclose, to any other person the contents of any wire, oral, or

electronic communication, knowing or having reason to know that the information was obtained
through the interception of a wire, oral, or electronic communication in violation of this subsection . . .

shall be punished [as stated subsequently in the statute].
Id. at § 2510(1). The ECPA defines electronic communication as “any transfer of signs, signals, writing, images sounds, data,
or intelligence of any nature transmitted in whole or in part by a wire, radio, electromagnetic, photoelectronic, or photooptical
system that affects interstate or foreign commerce.” Id. at § 2510(12) (2006).



communications already transmitted and currently in storage.!® The ECPA was intended to extend
privacy protection from wire communications such as telephone calls to electronic communications such
as e-mails and text messages.'” The problem is that contemporary technology has advanced
tremendously since 1986 and the ECPA is not equipped to keep pace.?’

More specifically, under the Wiretap Act, an interception has been defined as accessing information
using an electronic device while it is being transmitted;?! once electronic information is stored, however,
the wiretap provisions do not apply.?> This is a major distinction because the vast majority of electronic
communications are only “in transmission” for mere seconds before arriving at their destination.?? If the
provisions of the Wiretap Act seem favorable to employers, its strong exceptions seal the deal. The
Wiretap Act exceptions allow monitoring if: (1) one of the parties involved consents (the Consent

18 The Stored Communications Act is Title IT of the ECPA (SCA). See 18 U.S.C. § 2701 (2006). The SCA states that:

Except as provided [below,] whoever:

(1) intentionally accesses without authorization a facility through which an electronic communication

service is provided; or

(2) intentionally exceeds an authorization to access that facility; and thereby obtains, alters, or prevents

authorized access to a wire or electronic communication while it is in electronic storage in such
system . . .

shall be punished as provided in [this section].
1d. at § 2701(a)(1)-(2). The penalties for violations of the SCA include fines and imprisonment. /d. at § 2701(b)(1)-(2).
19 See e.g., Brahmana, supra note 11, at *5.
20 The ECPA was enacted before the creation of the World Wide Web and thus could not anticipate that a significant amount
of contemporary monitoring technology involves the Web. See Konop, supra note 15, at 874 (stating that “the difficulty [in
deciding how the ECPA must apply to contemporary technology] is compounded by the fact that the ECPA was written prior
to the advent of the Internet and the World Wide Web. As a result, the existing statutory framework is ill-suited to address
modern forms of communication like [this] secure website. Courts have struggled to analyze problems involving modern
technology within the confines of this statutory framework, often with unsatisfying results.”). In fact, there is evidence that:

[T]he language of the [Wiretap Act] makes clear that Congress meant to give lesser protection to electronic

communications than wire and oral communications. Moreover, at this juncture, much of the protection may

have been eviscerated by the realities of modern technology. [In fact] . . . the language may be out of step

with the technological realities of computer crimes.
United States v. Ropp, 347 F. Supp. 2d 831, 833 (C.D. Cal. 2004) (citing United States v. Councilman, 373 F.3d 197, 200 (1st
Cir. 2004)).
2l The ECPA defines interception as the “aural or or other acquisition of the contents of any wire, electronic, or oral
communication through the use of any electronic, mechanical, or other device.” 18 U.S.C. § 2510(4). “Courts applying the
ECPA have consistently held that a qualifying ‘intercept’ occurs only where the acquisition of the communication occurs
contemporaneously with its transmission by the sender.” Global Policy Partners, LLC v. Yessin, 2009 U.S. Dist. LEXIS
112472, 14 (E.D. Va. 2009) [hereinafter Global Partners]. See also Fraser v. Nationwide Mutual Ins. Co., 352 F.3d 107, 113
(3rd Cir. 2003) (holding that an intercept under the ECPA must occur contemporaneously with the transmission from the
sender); Konop, supra note 15, at 878-78 (9th Cir. 2002) (same); Steve Jackson Games, Inc. v. U.S. Secret Serv., 36 F. 3d 457,
461-62 (5th Cir. 1994) (same); and Wesley College v. Pitts, 974 F. Supp. 375, 387 (D. Del. 1997) (same).
22 See e.g., Brahmana, supra note 11, at *5-6 (reiterating that the Ninth Circuit has declared that gaining access to stored
communications does not violate the ECPA). This is an important distinction, especially when considering the ECPA’s
coverage of e-mails which are transmitted in seconds before being stored on the destination server indefinitely.
23 Courts have:

[Tnterpreted the ‘interception’ of electronic communications narrowly as extending only to acquisition of

the content of such communications during transmission. In order to engage in an improper interception, an

employer/supervisor would have to acquire the content of the email during the split second it is being

transmitted, or listen into the voice mail message as it is being left for the intended recipient. While this

conduct is possible, it is unlikely because employers desiring to monitor e-mail or voice mail on systems

they provide need only access the memory where it is stored, rather than the actual transmission itself.
Preeo, Silverman, Green & Egle, P.C., Articles: Prohibitions Against Monitoring Employee E-Mail And Other Electronic
Communications, available at http://www.preeosilverman.com/CM/Articles/Articles24.asp (last visited May 1, 2010).



Exception) or (2) the monitoring occurs in the normal course of business (the Course of Business
Exception).?* The Stored Communications Act does not come to the rescue because it includes the
Consent and Course of Business Exemptions and adds another exemption for employers who access
stored information if such access is necessary to protect its rights or property as the provider of the
electronic service (the Provider Exception).?> As mentioned previously, both Title I and Title II of the
ECPA are ill-equipped to keep pace with the powerful monitoring technologies discussed in Part III.

The Computer Fraud and Abuse Act (CFAA)* is a federal law that prohibits “knowingly access[ing] a
computer without authorization or exceeding authorized access” and thereby obtaining information or
any other thing of value.?’” A few states have passed similar legislation. For example, Virginia prohibits
the use of a computer network “without authority” to obtain, embezzle, or otherwise steal property.
Under these laws, courts generally hold that “the scope of an individual’s authorization to access a
computer network is analyzed ‘on the basis of expected norms of intended use.””?® For these reasons,
these computer abuse statutes are unlikely to apply to an employer monitoring situations where
employers are authorized to access their own property. Instead, these laws are more appropriately used
when employees or competitors hack into an employer’s system to discover confidential information.3°

On the state level, a few jurisdictions have ventured into the electronic monitoring arena - albeit issuing
patchwork regulations.3! For example, California’s constitution creates a right to privacy for its citizens
in stating: “[a]ll people are by nature free and independent and have inalienable rights. Among these are
enjoying and defending life and liberty, acquiring, possessing, and protecting property, and pursuing and

2418 U.S.C. § 2511(2)(a)(1) and (d) (2006).

25 18 U.S.C. § 2701(c)(1) (2006). “Directed toward protecting a service provider's normal operations and property, this
exception only exempts an employer's interception ‘incident to the rendition of the company's services or when the company
reasonably believes that the monitoring is necessary to protect its rights or property.” Thus, it is not difficult for an employer
to fall within the . . . exception, considering that it can meet these provisions by showing, for example, that its interception
was to protect property (e.g., improper uses or theft) or to provide 